For governments and large businesses that have a requirement for an IP-based, per-user traffic management system that will enforce strict per-user rate limits, and collect detailed per-user historical statistical data and store it in an open SQL database, Dyband is the unique solution.

The unique key components of Dyband are outlined below as if they were included in a Request for Proposal or Request for Information, in order to facilitate their inclusion in such documents.

1. Per User (per IP) rate limits:  The system must be able to enforce a strict per-user (per IP address) rate limit, with independent rate controls for inbound and outbound traffic for each IP address.  

2. Per subnet or group (aggregate) rate limits:  In addition to the strict per-user IP rate limits, aggregate limits by virtual group or physical subnet must also be maintained, in a hierarchical fashion, in order to ensure no individual or group exceeds the bandwidth available at each site.  

3. Time of day rate limits: In order to prioritize the bandwidth utilization in the [CUSTOMER NAME], there may in some sites be certain times of the day, on an ongoing basis, when a user or group of users requires critical use of the network resource.  It is therefore required that the traffic shaping solution be capable of automatically enforcing a rate limit based on time of day, on a regular basis, without operator intervention.

4. Low speed limits:  Many of the [CUSTOMER NAME] locations are served by a satellite network whose top bandwidth is currently 153 Kbps.  The traffic shaping solution must be able to manage traffic anywhere from 8 Kbps to 153 Kbps effectively, with 1 Kbps granularity.  

5. Low latency:  All of the sites in the [CUSTOMER NAME] network are served primarily by satellite.  As such, network latency is an important measurable for the solution, and any solution must adjust its traffic flow immediately in response to traffic congestion.  A delay through the device cannot exceed 10ms and nominal latency cannot exceed 16ms at any time.  Performance and latency of the device cannot degrade as new users are added or network congestion detected.

6. Only one direction of traffic:  At some locations it will not be possible for the traffic-shaping device to be in the network path of both directions of traffic, therefore the traffic-shaping device must be capable of shaping traffic effectively while deployed only on the inbound traffic to the site. 

7. Half-duplex traffic: In some areas and for some users there is a requirement for half-duplex traffic to be managed by the traffic shaping solution.  The solution must be able to manage half duplex traffic.

8. New user and network topology autodiscovery:  The management of the traffic shaping solution must be exceptionally simple and must not require excessive operator intervention.  New IP addresses or users that come online in a particular location must be automatically discovered by the traffic shaping solution, and a management profile assigned to them.  Ideally this management profile would be inherited from the profile of the subnet or group that the new IP address belongs to.  The network topology, including users, subnets, and gateways, must be able to be auto discovered and displayed to the operator.  As this traffic shaping device will be deployed in a satellite environment, and conceivably in a one-way satellite scenario in remote locations, the solution must be able to autodiscover IP addresses and new users and apply a bandwidth policy to them, in either traffic direction.

9. Name resolution:  For all auto discovered IP addresses, the traffic-shaping device must be able to resolve the name associated with the IP address via a lookup or discovery mechanism using DNS, LDAP or RADIUS.  

10. Real-time statistics:  Real time statistics must be available for every user or IP address, subnet, or group for the last second, minute and hour on a rolling basis.  Ideally historical statistical data on each of these points would also be available in an open SQL database for later analysis and reporting.  An administrator must be able to see the usage for any user in the network in real time, at any time.  

11. Multi-homed environments:  Some of the [CUSTOMER NAME] locations are using a multi-homed network connection to access the Internet.  The traffic-shaping device must therefore support a multi-homed network environment.  

12. Network Scalability:  The [CUSTOMER NAME] network serves many remote regions of [COUNTRY].  The traffic shaping solution will be deployed in these remote regions and it is therefore desirable that the solution be able to scale with the network requirements of the community or user base it is serving.  Each device should be able to scale from 153Kbps to 5Mbps without the requirement for a hardware replacement. 

13. Progressive Rate Limits:  A progressive rate limit or “rate ramp” based on bandwidth usage must be available, and the limit be applicable independently to inbound, outbound or half-duplex traffic.  Once defined, if an individual IP or group exceeds a specific average transfer rate, the top rate limit to that point is progressively reduced.  The slope of the ramp, i.e. the rate at which the limit is lowered, must be a configurable parameter in the system.  

